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“If I may use a military parallel here, business continuity is for a company what an army is for a country – it may cost a lot, not many people see its purpose, it takes a lot of training to maintain it, it is (hopefully) used very rarely, but when it is used it saves the country.”

“Business Continuity is nothing else but the capability of an organization to react to disruptions and to continue its key activities or operations. This term is closely related to resilience.”


Becoming resilient - Dejan Kosutic
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[bookmark: _LOGIGRAMME][bookmark: _Toc115188590]PROCESS TO DEVELOP BCP
The process to achieve completude of this Business Continuity Plan is the next:
Possible scenario (s)
Needs for continuity (UR – IT – Facilities…)
Business Continuity Plan
Analysis of impacts if resources lost (MTPD – RTO)
Identification scenario and consequences
Requirements
Continuity

[bookmark: _OBJET][bookmark: _Toc487126389][bookmark: _Toc115188591]OBJECT

This Business Continuity Plan provides a guidance, and concept of operations to support businesses to continue and rapidly restore their critical business functions in the event of a disruption to normal operations.
It also provides all emergency plan used for Casablanca’s site.
Scenarios covered by this document are described in the chapter “Incidence response plan”.

Topic highlighted with pink are in progress : example
[bookmark: _Toc115188592]SCOPE
Site : CASABLANCA
Scenario : see Continuity 
Products : all programs with a priority to 
· CCP (tous) – priorité 1
· 90VU
· 20VU
· A350 RACKS
· Wings (TBC)
Other programs will be determined by crisis team.

[bookmark: _Toc115188593]GLOSSARY, PROCESS, ROUTINE and RESPONSIBILITIES

Continuity of operations ensures businesses are able to continue or immediately resume performing Fouchana’s organization for critical business functions, which are the functions that support the organization’s mission, comply with legal requirements, and support life-safety, under all circumstances. This includes natural, technological, and man-made incidents, as well as incidents that result in loss of access to parts of or an entire facility or loss of service due to equipment or systems failure. The benefit of COOP planning includes the ability to anticipate response actions following a myriad of incidents, improve the businesses performance of its critical business functions, and ensure timely recovery.
[bookmark: _Toc115188594]Glossary

Business Continuity Management or BCM is an organization-wide discipline and a complete set of processes that identifies potential impacts which threaten an organization. It provides a capability for an effective response that safeguards the interests of its major stakeholders and reputation.

Business Continuity Plan is the document that formalized every actions regarding the continuity.

A Disaster is a sudden unplanned event that causes great damage or serious loss to an organization. It results in an organization failing to provide critical business functions for some predetermined minimum period of time. In short, it denies an organization access to people, process and infrastructure.

A Crisis is a critical event that may impact an organization's profitability, reputation, or ability to operate. It may not be time-dependent and usually does not deny access to facility and infrastructure.

Crisis Management or CM is the overall coordination of an organization's response to a crisis, in an effective, timely manner, with the goal of avoiding or minimizing damage to the organization's profitability, reputation, or ability to operate.

An exercise or a test is an activity performed for the purpose of training and conditioning team members, and improving their performance in executing the Business Continuity or Crisis Management Plan. An exercise also serves to highlight the shortcomings and effectiveness of the Plan so as to improve the plan itself.

Recovery Point Objective or RPO is the point in time to which systems and data must be recovered after a disaster has occurred.For example, data should be restored up till the start of the day. It includes the amount of data needed to be re-constructed after the systems or functions have been recovered.

Recovery Time Objective (RTO) refers to the maximum acceptable length of time that can elapse before the lack of a business function severely impacts the organization. This is the maximum agreed time for the resumption of the critical business functions.

Maximum Tolerable Period “of Disruption” or MTPD or “Of Down time” MPDOT is the maximum allowable time that the organization’s key products or services is made unavailable or cannot be delivered before its impact is deemed as unacceptable.

[image: ]

[bookmark: _Toc115188595]Global process to insure continuity management
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[bookmark: _Toc115188596]Routines and Responsibilities

Business Impact Analysis : Every five years without significant change
	Under Risk Manager responsibility

Risk analysis / mitigation / backup for all resources: Every two years without significant change
	Under Site’s risk manager responsibility

Test / exercises: Every two years or at each change of risk analysis
	Under Risk manager responsibility

Improvement / Maintenance: At each new site analyzed
	Under Risk manager responsibility

BCP: every two years without major changes 

· All the resources managed in this topic are stored in this share point: Business Continuity - Accueil (lat.corp) 
[bookmark: _Toc115188597]RISK ASSESSMENT : ALL SCENARIOS AND IMPACT
[bookmark: _Toc115188598]Analyzing the effects on each scenario for all critical resources (critical resources regarding RTO vs MTPD)
Relation between risk analysis and continuity:
If during risk analysis of the site a risk has a very high impact and a very low probability for the site, the site risk manager must check if the risk is in the list below. If not, a comment must be added in order to update the BCP with this new threat.
[bookmark: _Toc115188599] Overview


	RISK
	PROBABILITY
	MAGNITUDE (site)
	WARNING
	DURATION
	RISK PRIORITY

	Supplier risk (delivery and conformity) - Raw material unavailable - transportation
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Country risk
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Reputation (legal included)
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Economical risk
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Increasing of energy cost
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Health (incident with health impact)
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Pandemia
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Thunderstorms / lightning / hail 
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Winter storms / ice storms
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Tornado
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Flood
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Fire 
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Extreme temperatures
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Technological (means of production)
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Explosion
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Industrial accident (due to our nature of work)
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Aging material (facilities and means of production)
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Pollution (outside) – (casa = dust)
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Lack of energy
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Lack of water
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Lack of network for phone /internet
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Malevolence / destruction or sabotage with considerable impact – production stopped
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Intrusion
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Computer threat – IT
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Theft of sensitive information
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Lack of monitoring / KPI / dashboard
Lack of coordination / anticipation
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Workers  protection – failure (especially in case of major crisis: fire)
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 

	Environment protection
	4 - Probable
3 - Possible
2 - Unusual
1 - Very unlikely
	4 – Catastrophic
3 – Critical
2 – Limited
1 – Negligible
	4 – Minimal
3 – 6-12 hours
2 – 12-24 hours
1 – 24+ hours
	4 – 12+ hours
3 – 6-12 hours
2 – 3-6 hours
1 - <3 hours
	4 – Very high
3 – High
2 – Medium
1 – Low 



If the warning is minimal, the duration more than 12 hours, and a magnitude more than 3, so the risk is (at least) high.
If the magnitude is 4, so the risk becomes Very High 


[bookmark: _Toc115188600] Vulnerabilities analysis

For risk very high, a vulnerability analysis should be done:


	RISK
	THREAT (s)
	VULNERABILITY
	Threat (short;  mid or long-term)
	PROBABILITY 
(1 – Very unlikely; 2 – Unusual; 3 – possible; 4 – Probable)

	Fire
	
	
	
	

	Fire / details
	1- Cigarettes mal éteintes
2- Interaction produit inflammables & source d’étincelle
3- Court circuit électrique
4- Foudre
5- Points chauds (intervention/ soudure, meulage, découpage, etc)
6- mauvais utilisation équipements thermiques aux postes de travail
7- Cafétière sans extinction auto de la résistance
8-Four à bain marie (cafétéria)
9- Rallonge électrique
11- Climatisation réversible
13- chargeurs des batteries
14- batteries
15- salle serveur
16- armoire électrique
17- Utilisation prolongée de tous les équipements travaillant avec source électrique
18/ risque voisinage (silots à grains)
19/ Produit inflammable
	1- Zone fumeur à l’extérieur du batiment (+)
2- Organisation du poste de travail (-)
2- Stockage des produits inflammables (-)
3- Contrôle réglementaire – une fois par an (+) par Bureau Veritas
3- cables électriques et surchauffe par enchevetrements couverts par DDR (Disjoncteur differentiel) (+)
3- Utilisation de chargeur personnel (malfaçon) : sensibilisation et passage gardien après 2nde shift : à confirmer
3- Achat et installation d’équipements  chez des fabricants reconnus (+) : attention à controler les équipement persos
3- Audit assureur (+)
3- achat multi prise reconnue fiable (+)
4- Paratonnerre non installé (-) A vérifier
5- Permis de feu pour intervention sur site/ check pendant l’intervention par les moyens généraux (+) 
5 – Soudure : contrôle par le gardien tous les soirs si les fers sont débranchés (+)
6- déjà arrivé (-)
6- Tournée des gardiens à la fin du 2ème shift (+)
6- Formation extincteur (+)
6- Sensibilisation à faire pour extinction PC soir
7- Une cafetière (invités) n’est pas sécurisée – à remplacer
8- Analyse en cours
9- Beaucoup de rallonges utilisés (-)
9- Rallonges matrisées et homologuées (+)
9 – vérifier la capacité des prises electriques pour les testeurs (éviter surchauffe)
11- maintenance preventive mensuelle (+) A confirmer et installer à l’extérieur
13/14- Les gerbeurs sont places à l’extérieur des locaux dans une zone isolée loin de la zone de stockage des palettes et cartons (+)
15- Climatisation 24H de la salle serveur/ 2ème climatiseur pour server de backup (+) A confirmer
15- Local isolé (+)
16- 1 contrôle annuel effectué par bureau veritas / test thermo 1 fois par an (à verifier dans les bonnes pratiques?) (+)
17- DDR en réaction
18 – aucune visibilité sur les actions mises en œuvre – actions à poursuivre 
19- PM820 – stockage inf a 27°C (temperature éclair) – actions à mener pour sécuriser le stockage

Agent 24/24 présent pour réaction aux alertes incendie

	Short possible
	1/1
2/ vérifier liquide infla loin des PCs
3/ 1
4/ TBD
5/ 1
6/ 1
7/ 3
8/ TBD
9/ 1
11/1
13/14 1 proba basse impact site
16/1
17/1
18/2
19/3





0. [bookmark: _Toc115188601]Identify every activity stopped in the site and the impacts in case of FIRE : 


	Activity
	Process
	human
	financial
	contract
	environment
	Legal
	operational
	Social
	Reputation
	Technology
	Skills

	Réception matière première & SF ***
	4 
	1
	 4 (internal financial impact/ Suppliers non payed)
	 3 (supplier contract)
	 1
	 1
	 4
	 2
	 3
	1
	1

	 Servitude  matière  ***
	 4
	 1
	 2
	 1
	 1
	 1
	 4
	 3
	 1
	1
	1

	 Manufacturing Enginering ***
	 4
	 1
	 2
	 1
	1
	1
	4
	3
	2 (relation with client/ to be updated after check transfert of competency)
	1
	3

	 Production & CTRL/TEST ***
	 4
	1
	4 (cash included)
	3
	 4 (fire impact/ toxic smoke)
	 TBD (à completer avec DRH/finance)
	 4
	 3
	 3
	2
	3

	MRPC***
	4 (loss of means)
	1
	2
	2
	1
	1
	2
	3
	2
	1
	2

	Industrialization (new product) ** 
	4
	1
	3
	2-3
	1
	1
	4
	3
	4
	2-3
	2

	Export/expédition(emballage/ mise en caisse/ SM, etc…) ***
	4
	1
	4 (commitment with transportation companies/ customs, etc)
	4
	4 (fire impact/ toxic smoke)
	TBD (à completer avec impact Supply chain)
	4
	3
	4 (customs/ client/ transportation companies)
	1
	2

	Stockage (Matière/ PF/ Outils de prod/ outils informatique/ archive) ***
	4
	1
	4
	4 (archive non externalisé)
	4 (fire impact/ toxic smoke)
	4 (archive non extrenalisé)
	3
	2
	4
	1
	1

	Administration du personnel ***
	3
	1
	1
	3
	1
	3-4
	2 (impact indirect)
	3-4
	3 (strong local impact)
	1
	2

	Activités CAIR & liberation(1) du produit ***
	4
	1
	3
	4
	1
	2 (if the product is delivered without EASA F1 due to CAIR incident)
	4
	2
	4
	1
	3

	Training **
	3
	1
	1
	2
	1
	1
	2
	3
	2
	1
	3

	Metrologie **
	3
	1
	2
	2
	1
	1
	2
	3
	2
	2
	3


1 – Very low		2 – low		3 – high		4 – very high
*** priority 1
** Priority 2

(1): Edition des BL/DC par agent CAIR pour les livraisons directes, les BL intersites sont édités par la logistique

Besoin d’analyser toutes les activités réalisées sur le site – ces infos permettront de vérifier l’analyse BIA faite et à réviser
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[bookmark: _Toc115188602]Focus on operational resources
See on line (share point) for the detail of the analysis : Business Continuity - threat control and testing (lat.corp) 

Donner une synthèse des ressources critiques et des back up identifiés (tx de confiance et complétude)

Fouchana’s synthesis board :
This picture is only for information, the resources are constantly updated in the file dedicated to this topic in the share point.

[image: ]


[bookmark: _Toc115188603]BUSINESS IMPACT ANALYSIS
Refer to share point to have more details: Business Continuity - BIA & Process requirements (lat.corp) 
Example of the result, only for information

[image: ]

[bookmark: _Toc115188604]REQUIREMENTS
[bookmark: _Toc115188605]Target to ensure continuity 

Hypothesis : Maximun Tolerable Period of Stoppage : 25 calendar days (exactly 22,75)

[bookmark: _Toc115188606]Resources necessary to open Business Continuity Plan

See crisis management and continuity module (role identified to deploy fallback site)

0. [bookmark: _Toc115188607]Trainings 
Trainings or every means to maintain skills of the team dedicated to crisis management and continuity are listed below:
· Awareness of BCP for team responsible to manage a crisis
· Training: Deep dive in the different modules:
· Emergency module
· Crisis management : how to react in case of disaster?
· Communication module : which kind of actions are essential in case of disaster?
· Synopsis to deploy fallback site for all the resources involved : How to restart asap with fallback site?
· Backup identified : How to organize backups inter-sites?

Every year: Audit to check if people involved are able to apply Business Continuity Plan
	Under risk manager responsibility
At each major change : Identify needs to organize trainings (with “new” in the list of people involved in crisis management – see § crisis cell).

Awareness and trainings are performed under Site Risk Manager responsibility (except for the first, under group risk manager) and feedback must be escalated with Group Risk Manager.
[bookmark: _Toc115188608]FOCUS ON LOSS OF SITE AND MEANS OF PRODUCTION
The fire scenario is covered by all these activities
[bookmark: _Toc115188609][bookmark: _GoBack]Process of BCP

Our BCP is based on :

· Emergency management
· Crisis management
· Communication module
· Continuity management
· Backup sites
· Fallback site, managed like a project with a list of tasks and roles identified
· Recovery plan, mainly based on continuity synopsis (see fallback site)

[image: ] How to manage continuity (external and common link): https://app.klaxoon.com/join/BUFGNXN

· Once this link is used for a site, continuity’s responsible must create a copy of this “wall” to always have a wall available.
[image: ] Internal support : Backup in the site dedicated to continuity management – see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis

More details in the next picture:
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[bookmark: _Toc115188610]INCIDENCE RESPONSE PLAN
[bookmark: _Toc115188611]Triggers and scope
· Loss of Fouchana’s site, total (or partial) because of fire (or explosion, same result)
· Loss of access to parts of or the entire facility
· Scenario: Fouchana’s site loses all the means of production, facilities… without human loss.

[bookmark: _Toc115188612]Phone book crisis and means of communication
Details of the organization of the crisis and the phone of the responsible (who will have phone of other participants)

Means to communicate between all the participants : Whatsapp group is in place with the team identified in the crisis management.

[image: ] External link: https://app.klaxoon.com/join/NFSQ2KV (backup for vacations are included)
[image: ] Internal support : Backup in the site dedicated to continuity management – see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis 

[bookmark: _Toc115188613]fallback site to manage the crisis (team management)
Location to manage this crisis (Exact address) : 

Association des entreprises tunisiennes  - UTICA, Union Tunisienne de l’industrie, du commerce et de l’agriculture: local – 15kms
Ou au sein des voisins proches (GITAS) – contact Aérolia 
· déterminer adresse de livraison (fournisseurs)

According the context (vacations…), virtual meeting : Whatsapp to exchange among the crisis team and to organize the first calls.
Name of Whatsapp group: Fouchana-Crisis team – limited to crisis team

	The coordinator will organize another mean to communicate according the condition (teams, skype…)
See the chapter about continuity to organize.
[bookmark: _Toc115188614]Characterization – First alert/call
As much information as possible must be catch during the first call/ alert…

· Ask all the questions, and ask if there is something to add before hang up. Ask if your interlocutor prefer to stay with you on phone or if he is able to manage the situation (check if it’s true with simple questions not linked with this crisis).
[image: ] Questions during the first alert: https://app.klaxoon.com/animate/board/BUFGNXN 
[bookmark: _Toc115188615]Emergency module:
This list is not exhaustive, you can complete it according your needs and the context – the goal is to have the main task at the beginning of the crisis.

First step : Reformulation of the problem (if needed) 

“H” mentioned in the timeline characterizes the moment of “the event” 

[image: ] External link:   https://app.klaxoon.com/animate/board/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis 

[bookmark: _Toc115188616]CRISIS MANAGEMENT
[bookmark: _Toc115188617]Follow-up of crisis mgt :

Does it need of visual management? Which support will be used?...
Responsible* for coordinating this topic : Coordinator of crisis cell

[image: ] External link:   https://app.klaxoon.com/join/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis


[bookmark: _Toc115188618]Aggravating factors analysis

As soon as possible, identify your aggravating factors 

[image: ] External link:   https://app.klaxoon.com/join/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis


1. [bookmark: _Toc115188619]Crisis logbook (planning a posteriori)

[image: ] External link:   https://app.klaxoon.com/join/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis





[bookmark: _Toc115188620]End planned:
How the end of the crisis will be characterized? 

· As soon as the production is able to deliver as expected by MTPD level 2, the crisis cell must be stay active.
The end will be pronounced clearly by the crisis responsible

1. [bookmark: _Toc115188621]Lessons learned (after crisis)

Copy-past the columns date and facts of the board above, and complete if it was a success, a dysfunction, if it’s an idea, a question for the next crisis ...
[image: ] External link:   https://app.klaxoon.com/join/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis


[bookmark: _Toc115188622]Real end (after crisis)
Think of thanks for everyone (internal, external…) – see Actions under communication responsibility
[bookmark: _Toc115188623]COMMUNICATION MODULE

[bookmark: _Toc115188624]Scope  
This chapter is applicable for all scenario, it should be updated according the new scenario integrated in the BCP.


Ce module a pour mission de collecter toutes les informations pertinentes sur les relations avec les autorités administratives et de Sécurité Civile. Elle recueille les demandes d’information provenant de l’extérieur pour traitement en coordination avec le coordinateur.
Elle est également chargée de faire les demandes d’intervention externes auprès des autorités compétentes (mairie, préfecture, conseil général, DDE, …).

Le Module de Communication est autorisé à communiquer vers les autorités administratives et de Sécurité Civile les informations liées au déroulement des secours et aux bilans humain et technique. 

Cette fonction est de plus, chargée de recueillir toutes les informations pertinentes sur la situation médiatique et de les communiquer au coordinateur.

Point d’alerte :
INFORMER la com groupe 
1. Contact : Thierry Mahe (+33660696385)
2. Bertrand Lamarque (+33646542383)
3. Agence Taddeo  (position 2 le WE et vacances) (01 83 97 46 64)
4. Isabelle Attal (+33627321804)

Il est cependant précisé que la Cellule de Crise sera habilitée à communiquer vers la presse sous validation du responsable de communication groupe. Toute demande d’interviews ou nécessité communication vers la presse, devra faire l’objet d’une décision de la Direction communication groupe par le biais du responsable communication de la cellule de crise.

De même, toute communication vers les clients concernant un incident devra faire l’objet d’une décision de la Direction des Programmes.
Contact Programme :
· 
[bookmark: _Toc115188625]External communication

Les rôles à tenir pour cette fonction au sein du module sont :
· Réponse centralisée des appels entrant extérieurs
· Assurer la réception des appels entrants provenant de l’extérieur avec enregistrement des appelants et transfert selon recevabilité de la demande et disponibilité des modules.
· Relations Extérieures - Veille Presse et Relations administration
· Veille Presse – Analyse de la situation médiatique 
· Relations avec les autorités administratives et de Sécurité Civile : 
· Demandes d’intervention auprès des autorités compétentes (mairie, préfecture, « conseil général », …).
· Recueil des demandes d’information pour traitement en coordination avec le Module de Gestion Stratégique. 
· Elaborations des points de situation. Communication des bilans humain et technique. Communication sur le déroulement des secours.
· Relations avec les riverains et public via le personnel d’accueil selon les consignes spécifiques délivrées. 
· Veille concurrentielle, Client et Fournisseurs
· Veille sur l’impact potentiel sur le marché, sur le comportement des fournisseurs et des clients ainsi que sur le comportement et les communications des concurrents.

[bookmark: _Toc115188626]Communication annexe 3 – liste numéros d’urgence


Emergency contacts: 

[image: ] External link:  https://app.klaxoon.com/join/NFSQ2KV 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis



[bookmark: _Toc115188627]Internal communication
Cette fonction a pour mission d’organiser la communication vers les salariés à propos de l’évènement survenu. Elle a également la charge d’assurer le contact avec les familles des éventuelles victimes. Enfin elle devra recueillir les difficultés rencontrées dans les différentes directions de l’entreprise dans la relation avec les salariés et de les transmettre à la cellule de crise (les difficultés techniques étant a priori remontées par le Module de Gestion de la Continuité des Processus de la cellule de crise). Cette fonction est également chargée de communiquer en interne les décisions de la cellule de crise.

La personne désignée sera notamment en contact régulier avec la personne chargée de la gestion opérationnelle de l’urgence.

Les rôles à tenir pour cette fonction au sein du module sont :
· Synthèse de la Gestion Opérationnelle
· Rédaction des points de situation sur les secours, les bilans, le nom des victimes, la coordination des actions de soutiens psychologiques, etc...
· Communication Interne
· Déploiement et suivi des consignes spécifiques de communication au profit des personnels d’accueil et de standard téléphonique (cf Communication Annexe 1 et 2)
· Veille interne sur les difficultés rencontrées dans les différentes directions et services. La personne désignée sera notamment en contact régulier avec la personne chargée de la gestion opérationnelle de l’urgence.
· Relations avec les salariés :
· Informations des salariés (et des familles) sur la situation avec demande de confidentialité.
· Communication des décisions de la cellule de crise.
· Relations avec les Instances Représentatives du Personnels (IRP). 
· Consultation des Instances Représentatives du Personnels.
· Communication des décisions de la cellule de crise.
Relations avec les victimes et leur famille.

[bookmark: _Toc115188628]Fiche de consigne accueil 


CONSIGNE SUR SITE  - ACCUEIL


	
· Ne pas transférer d’appel externe vers la Cellule de Crise sans avoir identifié l’appelant et vérifié que la Cellule de Crise est disposée à prendre la communication.

· En cas d’appel externe et de demande d’information :
· Ne pas donner d’information à qui que ce soit sur la situation en cours.
· Délivrer un message du type «  Désolé, mais je ne suis pas habilité à vous répondre ». « Je me renseigne pour savoir si la Cellule de Crise est en mesure de vous prendre » ou  « Je vous propose de contacter la Cellule de Crise au numéro suivant : phone book crisis – resp communication»

· Prendre les coordonnées des journalistes 
· Faire une fiche sur tous les appels entrants et les questions (nom de l’organisation, heure, numéro d’appel) sur la base de la fiche d’appel presse transmise. 

· Assurer aux journalistes qu’ils seront recontactés rapidement,

· Organiser une transmission immédiate de tous les fax, E-mails et appels téléphoniques urgents ; les transmettre directement au Module de la cellule de communication. 

· 
· En cas de surnombre d’appels par téléphone ou par fax, prévenir immédiatement le secrétariat de la Cellule de Crise.

· Faire patienter les visiteurs ou représentants des médias (en visite non annoncée) dans les lieux de réception prévus à cet effet. Contacter immédiatement le Module de Communication de Crise pour connaître la conduite à tenir.

· Ne laisser aucun visiteur extérieur circuler dans les locaux sans un accompagnateur de la société.




[bookmark: _Toc115188629]Fiche de consigne salariés


CONSIGNE SUR SITE - SALARIES 


	
· Ne pas prendre l’initiative d’informer leurs contacts de la survenance de l’évènement sans instructions précises de la Direction Communication ou de la Cellule de Crise

· Trouver quelqu’un à qui parler (manager, collègues…) si besoin, ne pas rester sans échanger – et ne pas s’interdire de les déranger, peu importe l’heure.

· En cas d’appel externe et de demande d’information :
· Ne pas donner d’information à qui que ce soit sur la situation en cours.
· Délivrer un message du type «  Désolé, mais je ne suis pas habilité à vous répondre ». « Je vous propose de contacter la Cellule de Crise au numéro suivant :  phone book crisis  - resp communication »

· Transmission immédiate de tous les fax et E-mail externe en lien avec l’événement au Module de Communication de Crise (contact , voir phone book crisis – resp communication).

· Ne laisser aucune personne extérieure circuler dans les locaux sans un accompagnateur de la société. Si vous êtes témoin de la chose, prendre contact avec elle et prévenir immédiatement le responsable du service sécurité quelque soit la raison de sa présence.







[bookmark: _Toc115188630]Actions under communication module responsibility
[image: ] External link:   https://app.klaxoon.com/join/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis 


[bookmark: _Toc115188631]RECOVERY / CONTINUITY

This paragraph details how manage the continuity with critical activities for Fouchana’s site in addition to the chapter dedicated in “Incidence response plan” (for the address).
Regarding Fouchana’s production, continuity is insured by some transfers between internal sites and fallback site.
This chapter describes the two approaches.

Responsible : see crisis team

All the external links completed in the below chapters are secured in an external page (page in our site hidden for everyone):
https://www.latecoere.aero/en/continuity/ 


[bookmark: _Toc115188632]Implement continuity project

What do we need? 
Where is the project managed?...


[bookmark: _Toc115188633] Analysis of critical resources and backup identified
All the resources used to produce have been analyzed regrading MTPD and RTO. Backups are only identified for critical resources. 
This analysis is performed once a year under site’s risk manager:
· Analysis of critical resources
· Backups and tests for the most critical resources


[image: ] External link:   https://app.klaxoon.com/join/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis



[bookmark: _Toc115188634]Transfers to secure high runners
 [image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis

[bookmark: _Toc115188635]Organization for Fouchana’s backups: 
[image: ] External link:   https://app.klaxoon.com/join/BUFGNXN 
[image: ][image: ]Internal support : see library http://sp-group.lat.corp/Risk_Mgmt/continuity/IS_Risk%20analysis




[bookmark: _Toc115188636]APPENDIX



Diagram type (Target to insure continuity)
1. [bookmark: _Toc115188637]Probability scale: 

	Probability
(P)
	1
	2
	3
	4

	
	Very unlikely
	Unusual
	Possible
	Probable

	
	> every 10 years
	Every 5 to 10 years
	Every 1 to 5 years
	Once a year

	
	Known by the oldest employees of the plant
	Known by people who deals with thoses events
	Known by management
	Regular occurrence

	
	> 0,05% - 1 chance on 2000
	>0,5% - 1 chance on 200
	>5% - 1 chance on 20
	>50% - 1 chance on 2

	
	Could be appears in some exceptional conditions
	Potential probability - could be happen
	High probability - could be happen in short term
	Probability rather sure




[bookmark: _Toc115188638]Scale of impact
	Impact
	1
	2
	3
	4

	Process
	Not or very low impacts on process’s activities
	
	Strong impact for recovery plan or continuity
	Impossible to perform the process

	Human
	Low or no impact 
	Injured person
	Injured people
	Loss of human or impact on our neighbour

	Financial
	Low impact
	indirect
	Strong impact (indirect included) on our Ebit, cash
	Strong and long impact on our Ebit, cash…

	Contract
	No impact
	Indirect impacts
	No compliance with some requirements
	No respect of contrat’s requirements (suppliers or customers)

	Environment
	No impact
	
	
	Pollution (air, ground or water) due to desaster

	Legal (aeronautical requirements included) 
	
	
	
	

	Operationnal 
	
	Indirect impact not too long
	Indirect impact and long
	Impossible to perform operations

	Social
	No impact
	Low impact on employees motivation and involvement
	Strong impact on employees motivation and involvement
	Very strong impact on employees motivation and involvement

	Reputation
	No impact
	Some information will share with our customers or suppliers without direct impacts
	Medium impact on Latecoere’s reputation (suppliers, customers, insurance…) – strong local impact
	Strong impact on Latecoere’s reputation (suppliers, customers, insurance…)

	Technology
	No impact 
	disturbance for other activities
	Strong disturbance for other activities
	rare/all technologynot performed and strong impact on other activity

	Skills
	No impact
	Disturbance due to lack of performance
	Loss of skills due to stop the activity for a long duration
	Loss of single skill (or skill deployed only on one site


2 : indirects
3 : influe direct
4 : total













[bookmark: _Toc115188639] Emergency plan
For information, this file will be updated with BCP.


Last version: V2.1
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